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Legal Constraints on Web Site Design

Introduction

Web Site design is not complicated; there are many packages that can aid the creation of a simple web site that almost anyone can use.  Once created the web site is now available for potentially billions to see and one might think there are no further concerns, but there are issues that must be taken seriously by all web site owners and developers
The legal implications and constraints of creating, owning and operating a web site are changing all the time with many, UK laws, EU directives and International rules and regulations that could potentially cost an individual or company dearly.  What are the consequences of getting it wrong?

The Law

Civil or criminal liabilities are the two main factors to consider.  Civil liability could result in court sanctioned injunctions that demand you take down your site and depending on the reason for this injunction damages in the form of monetary payments could be imposed.  Criminal liability goes further in that a criminal record, a fine and even a prison sentence can be imposed.

As offending web sites can fall into both categories it is important for both the web site owner and designer to be aware of legal constraints and what is included is such legal liability.  What are they specifically?  There are many categories including: -

· Copyright,

· Data Protection

· Defamation

· e-Selling

· Accessibility

· Domain Name Allocation

· Contractual Issues

· Jurisdiction plus another twenty five related acts and laws.  

This report does not allow us to consider much detail but will look consider five of the most important.

Copyright Copyright, Designs and Patents Act 1988
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Familiar to many is the Copyright symbol, it can be seen on books, other written work, images, software programmes, music CD’s, DVD’s and at the bottom of the Home page of all discerning web sites.  Why is it there?  To protect the intellectual property rights of the person who created any of the above list.

What is implied by the use of the copyright symbol is that the piece of work belongs to the copyright holder and they have exclusive rights to reproduce the works. The copyright holder is most often the creator of the works unless the creator is contractually bound to pass the copyright ownership to his/her employer, client or in the case of students to their education establishment.  

The symbol is used as a notification to all who see it that the work has ownership attached and copying of said work without prior permission is illegal, with some exceptions.  These exceptions are limited primarily to education establishments who, in the UK, from August 1st, 2006 are allowed to reference and copy publications both digitally and paper in accordance with Higher Education Trail Licence Agreement as provided by the CLA
 This licence states in section: -

3.4
the Licensee shall ensure that Licensed Copies which are distributed or made

available to Authorised Persons or made by Authorised Persons do not during

any one Course of Study exceed either singly or in aggregate the greater of five

(5) per cent of any published edition, or (See full document, Licence Agreement)

A breach under the copyright act could result in a substantial fine commensurate with the perceived losses to the copyright holder.  This type of breach would be dealt with in court.
Data Protection Data Protection Act 1998
The Information Commissioner, Elizabeth France, states "the Data Protection Act gives individuals the right to know what information is held about them, and it provides a framework to ensure that personal information is handled properly"

What does this mean for the web site developer or owner (Data Controller)?  It means that whilst operating a web site and from that site personal information about your web site users (Data Subjects) is being held such data must be held a responsible manner by putting in place procedures for the protecting, use and transferring of information on data subjects and giving them a right to reply if the information is false.  

An organization that holds such information must register with the Information Commissioner and perform regular audits on their processes for holding data.  They must be able to justify why they are holding information on a data subject, take all reasonable care with that information so as not to disadvantage the data subject by keeping it accurate and up to date, only those who need to access the information have such access, destroy such data when they have no further need for it and only release that information in accordance with rules of their privacy policy to which the data subject has accepted.
A breach under the data protection act may result in a substantial level 5 fine of up to £5,000 on summary judgement and on conviction unlimited
. This type of breach would be dealt with in court.
Domain Names

After deciding on a domain name the developer would contact a domain name seller and request the registration of a chosen name. Unfortunately it is not that simple.  In the case of Damien Hirst vs. Simon Philips, Mr. Philips thought there was nothing wrong with registering the damien-hirst.co.uk domain because Mr. Hirst had not done so.  

The problem came when Mr. Philips under the guise of freedom of speech engaged in defamation of
 Mr. Hirst for his artistic style on the web site, an act he would later regret.
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After registering the domain name at the end of 2004 he was contacted in May 2006 by solicitors working on behalf of Damien Hirst highlighting the fact that the name Damien Hirst was in fact his wholly owned trade mark and that Mr. Philips was in breach of trade mark law.

Under normal circumstances these type of deputes would be handled by the Uniform Domain Name Disputes Resolution Policy (known as the UDRP).  Better known as Cybersquatting, this type of action was traditionally performed by astute individuals who bulk registered famous domain names, thinking they would make some money when the named individuals wanted them.

Interestingly the damien-hirst.co.uk which resolves damienhirst.com lies under construction.

e-Selling The Electronic Commerce (EC Directive) Regulations 2002
The E-commerce Regulations came into force in August 2002
. They formed the implementation of an EU Directive into UK law.  Its aim was to ensure that electronic contracts were just as legally binding as a written contract and enforceable throughout the EU.

This directive covers not only internet sites but also e-mail and SMS messaging and dictates that correspondence in the from of electronic commercial communications should be clearly marked as such, it also requires that electronic commerce transactions provide the user the ability to download and or print a durable copy of the terms and conditions of sale.  It further states that a cooling off period of seven days
 from when the goods are received should be given to allow the customer to change their mind and return the goods and if the customer is not made aware of this fact the period is increased to three months.  

Additional contractual obligations include providing the customer with confirmation of the order without delay and delivery within thirty days unless otherwise agreed.

As with any contract between a company and a client if the procedure breaks down and litigation is required this would be handled in a court but the defendant, in most cases the company, will suffer the burden of proof and therefore quality records are required.

Accessibility The Disability Discrimination Act 1995
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The Disability Discrimination Act 1995 makes it illegal for service providers to discriminate against a disabled person
. Web site designers must provide a service that enables the disabled to access them.  Problems arise when one considers the range of disabilities, which includes Sight, Hearing and Mobility.
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The Royal National Institute for the Blind (RNIB), the Disability Rights Commission and the WAI (Web Accessibility Initiative) all have web sites with good information to assist the web site designer in creating an inclusive web site.  It is incumbent upon the designer to make the site inclusive and it takes little more than some thought and coding to make it so.  

The yellow image
 above is take from the Disability Rights Commission site and shows what not to do when choosing a colour scheme, whereas the blue image provides better contrast that is easier to see with poor sight. 

A contravention of the act can result in a suit for injury to feelings, which would be heard in the Sheriff Court, but at the least the defendant would be required to make changes to bring the offending site up to standard.

Conclusion
For developers everywhere it is important that the varied laws, acts and regulations are adhered to for the sake of clients and developers.  

This report has considered Copyright, Data Protection, Domain Names E-Selling and Accessibility, looking closer at these acts and in particular the Data Protection Act one can be in no doubt they are there for the protection of all.  To implement many of the requirements under the acts is not difficult but results in a professional compliant product.
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